NHOPOPMALMNOHHASA MTAMSATKA JJIA OBYYAIOIIINXCA

C KaXIAbIM I'OIOM MOJIOACKH B HHTCPHCTC CTAHOBUTLCA 6OJ'ILHIC, 4 IIKOJbHHUKN
OJHH M3 CaMbIX aKTHBHBIX MOJIb30BaTEeNICH PYHCTa. MC)KI[y TEM, IIOMUMO OI'POMHOTI'O
KOJINYCCTBA BOSMO}KHOCTeﬁ, HHTCPHCT HCCCT U HpO6J’ICMBI. OTa maMmsTKa JOJIDKHa
ITOMOYb TeOe 0e301macHo HaXOOHUTHCA B CCTH.

KoMmnbroTepHble BUPYChI

KoMmbroTepHblii BUPYC - 3TO Pa3sHOBUIHOCTH KOMIBIOTEPHBIX IPOrPaMM,
OTIUYUTEIHHON OCOOEHHOCTBIO KOTOPOH SIBJIIETCS CIIOCOOHOCTh K pa3MHOXKEHHUI0. B
JOTOJIHEHUE K 3TOMY, BUPYChl MOTYT MOBPEAUTh WM MOJHOCTHIO YHUUYTOXHUTh BCE
daiinpl ¥ JaHHBIE, TMOJKOHTPOJBHBIC IMOJB30BATEN0, OT MMEHH KOTOpOro Oblia
3aMylieHa 3apa)KeHHas MpOorpaMMa, a TAKXKE MNOBPEIUTh WM JaXe YHUYTOXKHUTh
OIIEPAIIMOHHYI0 CHUCTEMY CO BceMHu (QaillaMu B LeiaoM. B OonbpIIMHCTBE cilydaeB
pacupoCTPaHsAIOTCS BUPYChI UEPE3 UHTEPHET.
Memoowt 3augumut om 6peOOHOCHBIX NPOZPAMM:

1.  HUcnonw3yit COBpeMEHHBIC ONEPAIMOHHBIE CHUCTEMbI, MMEIOIINE CEPhE3HBIN
YPOBEHB 3AIIHUTHI OT BPEAOHOCHBIX TPOTPAMM;
2. [locTtostHHO  ycTaHaBiauBaih madytu  (IU@POBBIE  3aIUIATKH, KOTOPBIE

aBTOMATUYECKU YCTAHABIIMBAIOTCA C IEJbI0 JOpPaOOTKM NpPOrpaMMbl) M JApYyTUe
OOHOBJIEHUS CBOEH OomepallMOHHOMN cucTteMbl. CkauynBail MX TOJBKO C OPUIMATBHOTO
caiita pazpadotuunka OC. Ecnu CcymecTByeT pekuM aBTOMAaTHUUYE€CKOTO OOHOBJICHUS,
BKJIFOYH €T0;

3. PabGoTaii Ha cBOeM KOMIIBIOTEpE IO TMpaBaMU IMOJIb30BAaTeNd, a He
aJIMUHUCTPATOpPA. ODTO HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MpOrpamMm
MHCTaJUIMPOBATHCA HA TBOEM MEPCOHATILHOM KOMITBIOTEPE;

4.  Hcnonb3yl  aHTUBHUPYCHBICE  MPOTPAMMHBIE  TPOJAYKTHI  H3BECTHBIX
MIPOM3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

S. Orpannub GU3NYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL

6. Hcrnonp3yil BHENTHUE HOCUTENU WH(POpMAIIMK, TaKhe Kak Quielika, TUCK WA
(aiin u3 HHTEepHETA, TOJIHKO U3 TPOBEPEHHBIX UCTOYHUKOB;

7. He otkpbiBaii kommbplOTepHbIE (Dailyibl, TOJYYCHHBICE U3 HEHAIEKHBIX

UCTOYHUKOB. Jlaxke Te ¢aiiibl, KOTOpPBIE MPUCIAT TBOM 3HAKOMBIN. Jlydille yTOUHHU y
HEro, OTHPABJISII JIU OH TeOE HX.

Cern WI-FI

Wi-Fi - 5To He Buj mepeiayu TaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeHI,
Mapka. Emie B 1991 romy HuaepiaHjackas KOMIIAHUSI 3aperucTpupoBaia OpeHn
"WECA", uto o6o3nauano ciaoBocouetanue Wireless Fidelity"”, xotopsrit
MIePEBONTCS Kak "OecpoBOAHAS TOUYHOCTH'".
Jlo Hamero BpeMeHH jomuia Japyras abOpeBuarypa, KOTopas SBISETCS TaKOH ke
TexHoyorueit. Oto adbbpeBuatypa "WIi-Fi"'. Takoe Ha3zBaHHe ObLIO JaHO C HAMEKOM
Ha CTaHIApT BhICIICH 3ByKOBO# TexHuku Hi-Fi, uTo B mepeBoje o3HavyaeT "BhICOKas
TOYHOCTR".

Jla, OGecrutaTHBI MHTEPHET-AOCTYN B Kade, OTesIX M a’ponopTax SBISAECTCS



OTJIMYHOW BO3MOXKHOCTHIO BBIXOJa B MHTEPHET. HO MHOTHE SKCIIEPThI CYUTAIOT, YTO
obmienoctynusie Wi-Fi cetn He sBIIsIFOTCS 0€30MAaCHBIMH.

Cogemut no oezonacnocmu pavomut 8 oouwedocmynuvix cemsx \Wi-fi:

1. He mepepaBaii cBoro nuunyo unHbopmanuio yepes odmemoctymubie Wi-Fi
cetu. PaboTas B HUX, JKeNaTeIbHO HE BBOJUTDH MApOIM AOCTYIA, JOTUHBI U KaKUE-TO
HOMeEpa;

2. Hcnonb3yit u OOHOBISAH aHTUBUPYCHBIC IporpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIIb ce0s1 OT 3aKaYKH BUPyCa Ha TBOE YCTPOMCTRBO;

3. Ilpu ucnomszoBannu Wi-Fi otkmoun ¢yskmmro "OOmmii goctyn K daiinam u
npuHTepam". JlaHHas GyHKOHS 3aKphiTa MO YMOJIYAHHUIO, OJHAKO HEKOTOPHIE
MOJTB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCTIOJIb30BaHUs B paboTe i yuede;

4, He ucnonp3yi nyonuunsiidi WI-F| st nepenaum MuyHbIX TaHHBIX, HATPUMED
JUTSI BBIXO/Ia B COITMAIBHBIE CETH WJTU B DJICKTPOHHYIO TIOUTY;

5. Hcnonb3yit Tonbko 3aniuiieHnoe coenunenue yepes HTTPS, a ne HTTP, T.¢.
npu Habope BeO-aapeca BBoAM uMeHHO "https://";

6. B wmoOunsHOM Tenedone ortkmoun Qynkiuo "Tlogkiarouenue k  Wi-Fi
aBromatudecku". He pjomyckail aBTOMaTW4ecKOro MOAKIIOYEHHUS YCTPOWCTBA K
cetsm Wi-Fi 6e3 TBoero cornacusi.

CouuajbHble ceTH

CounalibHbI€ CETHU aKTUBHO BXOJSAT B HAIlly U3Hb, MHOTHE JIFOJU padOTaIOT U
KUBYT TaM MOCTOSHHO, a B Facebook yike 3aperncrpupoBaH MUILIHAP/] YCIIOBEK, YTO
SABJISIETCS. OJHOM CEABPMOWM BCEX JXKMUTENEH IUIaHeThl. MHOTHWE MOJIb30BaTEIN HE
MMOHUMAIOT, YTO UH(OpMaIIKs, pa3MeIlIeHHAas: UMH B COLIMAIBHBIX CETSIX, MOXKET ObITh
HaliJlecHa U MCIOJb30BaHA KEM YrOJHO, B TOM YHCIIE€ HE 00s3aTeNbHO C OJIaruMu
HaMEPECHUSIMH.
Ocnognble cogemol no 6e30NACHOCHU 8 COUUAIbHBIX CCMAX:
1. Orpannub CUCOK Jpy3ed. Y Te0s B Apy3bsiX HE JOHKHO OBITH CIyYalWHBIX U
HE3HAKOMBIX JIIOJICH
2. 3amuinai cBOIO YacTHYIO *u3Hb. He ykaspiBail maposu, TenedoHsl, aapeca,
JaTy TBOETO POXKJICHUS U JIPYTYIO JIUYHYI0 HHPOPMAIHIO. 3JI0YMBIIIIICHHUKA MOTYT
UCIIOJIb30BaTh Jlake MH(POPMALMIO O TOM, KaK Thl U TBOW POJUTEIM TJIaHUPYETE
MIPOBECTU KAHUKYJIbI;
3. 3amuinail CBOO peryTaluio - ACPKU €€ B YUCTOTE W 3ajJaBail cebe BOIpOC:
XO0TeJ1 Obl ThI, YTOOBI JPYTHE MOJb30BATEIN BUACIH, UTO ThI 3arpysxaenisb? [logymai,
MPEeXJIe YeM YTO-TO OMYyOJUKOBATh, HAMMUCATh U 3arPy3UTh;
4, Ecnu TeI roBopuimis C JIFOABMH, KOTOPBIX HE 3HAECUIb, HE HMCIOJB3YH CBOE
peaqbHOe MMS M JPYTyIO JIMYHYIO HH(pOpMAIMU: UMS, MECTO >KUTEJIbCTBA, MECTO
y4eObl U Mpoyee;
d. N3beraii pasmemenns (ororpaduii B MHTEpHETE, ThOe ThI M300pa)keH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEAEIUTh TBOE MECTOIOJIOKEHUE;
6. [Ipu peructpaiuu B CONMAIBLHON CETH HEOOXOAMMO HCIOIH30BATh CIIOKHBIC
MapoJIiv, COCTOSIINE U3 OYKB U UG U C KOJIUYECTBOM 3HAKOB HE MEHEE §;
7. JUisg conuanbHOM CeTH, MOYTHl U JPYTHX CaTOB HEOOXOJUMO HCIIOIb30BATh
pasHblie maposu. Torna ecnu Te0s B3IOMAIOT, TO 3JIOYMBIITUICHHUKH MOJTyYaT JOCTYI



TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

JJIeKTPOHHbIE IEHbI'H

ONeKTpOHHBIE JIEHBIM - 3TO OYEHb YJOOHBIM CHOCOO IUIaTEeXKEW, OHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIH.

DNEKTPOHHBIEC IEHBIW MOSBWINCH COBCEM HEAaBHO M MMEHHO M3-3a 3TOTO BO
MHOTMX FOCYapCTBax J0 CHUX MOP HE MPOIKCAHO MPO HUX B 3AKOHAX.

B Poccun e oHM (QDYyHKIIMOHUPYIOT U O HUX YK€ MPOMKCAHO B 3aKOHE, TJIe MX
pa3esitoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3Huiia B ToM, 4To
QHOHMMHBIE - OTO T€, B KOTOPBIX pa3pemiaeTcss MPOBOAWTH oOmepanun 0e3
UISHTU(GUKAIIMN TI0JL30BATENsA, & B HCAHOHUMHBIX HMJICHTU(DHUKAINS MOIH30BaTEIA
SABJISIETCS 00s3aTEIBHOM.

Taxxe crnemyer pasnuyarth dSJICKTPOHHBIE (UATHBIE JCHBIU (paBHBI
rocyJapCTBEHHbIM BajJlOTaM) M JJIEKTPOHHbIE He(pUaTHbIE JEHBIM (HE paBHBI
rOCyJIJapCTBEHHBIM BaJIOTaM).

Ocnognble cogemol no 6e3onacHoii pabome ¢ 1eKMPOHHBIMU OCHb2AMU:

1. ITpuBs kU K cueTy MOOWIBHBIN TeaehOH. DTO caMblil yTIOOHBINA U OBICTPHINA CIIOCO0
BOCCTAHOBUTH JOCTYN K cuery. [IpuBsizaHHbIN TeNePOH MOMOXKET, eciiu 3a0yelb
CBOM IUIATEKHBIW MapOJib WIM 3aiJAeUIb HA CAaUT C HE3HAKOMOTI'0 YCTPOMUCTBA;

2. Ucnone3yii opHopazoBble mnaponu. llocie mepexoma Ha YCHICHHYIO
aBTOpHU3aIuio TeOe yke He OydeT yrpoXaTb ONAaCHOCTb KpPaXKW WJIM TepexBara
MJIATEXKHOTO MapOJIs;

3. Broibepu cnoxusni mapons. IlpectymHukam OyaeT HE NPOCTO yraaaTh
CJIOKHBIN TapoJib. HajexHbie maposu - 3To MapoJik, KOTOPbIE COAECPKAT HE MeHee 8
3HAKOB M BKJIIOYAIOT B C€0Sl CTPOYHBIE W MPOMUCHBIE OYKBBI, IUPPHI U HECKOIHKO
CUMBOJIOB, TaKW€ Kak 3HaK jojuiapa, (PyHTa, BOCKJIMIIATENBHBIM 3HAK W T.IL
Hanpumep, $tROng!;;

4, He BBOAM CBOM JIMYHBIC IaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSECUIb.

JJIeKTPOHHAs MOYTA

DNeKTpoHHAs I0YTa - 3TO TEXHOJOTHsS M IPEAOCTaBIIEMBIE €H0 YCIYTH II0
NEPEChUIKE U TMOJYYEHUIO 3JIEKTPOHHBIX COOOIIEHUI, KOTOpPbIE pacHpelessitoTcs B
KOMIBIOTEpHOM ceTH. OOBIYHO JJCKTPOHHBIM IMOYTOBBIM  SIIMK  BBITJISIUAT
CJIeIyIOIMM 00pa3oM: MMs_TMOJb30BATENA(@UMS_JoMeHa. Takke KpoMme nepenaydu
MPOCTOT0 TEKCTA, UMEETCSA BO3MOKHOCTh Mepe1aBaTh (Pailiibl.
OcHogHble cogempl no Ge30nacHoll padbome ¢ INEKMPOHHOI NOUMOTUL:
1. Hano BbIOpaTh mpaBuiIbHBINA OYTOBBIN cepBUC. B MHTEpHETE €CTh OIPOMHBIIA
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYYIlIEe JJOBEPSITh TEM, KOTO 3HACIIh
Y KTO NIEPBbIA B PEUTHUHTIE;
2. He yxkaspiBaii B nu4HOW TouTe JMuHyl0 WHGbopmaruio. Hanpumep, mydiie
BbIOpaTh "My3bIKanbHbIN  (panat@" wiun "pok2013" BmecTo "Temal3";
3. Hcrnons3yil AByX3TAlHYIO aBTOPU3ALMIO. DTO KOrJa IMOMUMO Napojs HYKHO
BBOJIMTH KOJI, IPHChIIaeMblid 1o SMS;
4, BeiOepu cioxHbIi mapoib. s KaXxaoro MmoyToBOTO SITUKA JOJKEH OBITh
CBOM HAJIE)KHBIN, YCTOMYMBBIN K B3JIOMY M1apOJIb;



5. Ecnu ecth BO3MOKHOCTH HaIIMCaTh CAaMOMY CBOW JIMYHBIM BOIIPOC, UCIIOJIb3YH
3Ty BO3MOYKHOCTb;

6. Hcronb3ylh HECKOJIBKO MOYTOBBIX AMIMKOB. [IepBhIi 1711 4aCTHOW NEPENUCKU
C azapecaramM, KOTOPbIM Tbl JOBEpSEllb. OJTO JJIEKTPOHHBIM aJapec HE HAI0
UCII0JIb30BaTh MPU PErUCcTpaluu Ha (hopyMax U cailTax;

7. He oTkpsiBaii daiiibl U Apyrue BIOXKEHUS B MUCbMaX, JaXXe €ClId OHU MPUIILIH
OT TBOUX Jipy3ei. Jlydlie yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Haiisibl;
8. [locne okoH4YaHUs pabOTHI HA TOYTOBOM CEPBHCE IMEPE]] 3aKPHITUEM BKIIAIKU

C caiiToM He 3a0yJlb HaKaTh Ha "BeriTu".

Ku6epOyiimHr WM BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymmmHT - pecieqoBaHue COOOIMICHUSIMU, COJISP KAIUMHA OCKOPOJICHNS,
arpeccuio, 3amyrMBaHUE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHPOBAHHE C MOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.
OcHognbie cosemul no 60pvoe ¢ KubepoOyIIUHZOM:
1. He Opocaiics B 60ii. Jlyumuii crioco0: MOCOBETOBAaThCS Kak ceOsl BECTH H,
€CJIM HET TOro, K KOMYy MOXHO OOpaTUThCSA, TO BHayajie yCHOKOWThCS. Eciau Tbl
HayHElIb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUsS, TO TOJBKO ele OoJibiie
PazoAOKeIb KOH(IIHUKT;

2. VYrpasisit cBoeil kubeppernyTaiuei;

3. AHOHUMHOCTB B ceTd MHHMMas. CylIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT
34 AaHOHUMHBIM aKKayHTOM;

4, He crout BecTM Xynauranckuii oOpa3 BUpPTyaldbHOW »ku3HU. HHTEepHer
(uKCUpyeT BC€ TBOM JEWUCTBUS MU COXpaHsIeT UX. YJaIUThb WX Oyner KpaiiHe
3aTPYAHUTEIBHO;

5. Co0mro1ail CBOIO BUPTYaIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyit  enunuuHblid  HeratuB.  OJHOPA30BbIE  OCKOPOUTEIHHBIC

coo0reHus Jiydiie urHopupoBaTh. OOBIYHO arpeccus MpeKpamniaeTcss Ha HadalbHON
CTa/INH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COIIMAJIBHBIX CETSIX €CTh BO3MOXHOCTb OJIOKMPOBKH OTIPAaBKH COOOIIEHUN C
OTpe/eJICHHBIX aJPECOB;

8. Ecnu TbI cBUnEeTENbh KNOEpOymuHTa. TBOU JEHCTBUS: BBICTYIIUTh TMPOTHUB
mpecienoBaressa, IOoKa3aTh €My, YTO €ro JCWCTBHS OICHUBAIOTCS HETaTHUBHO,
mojIepKaTh KEPTBY, KOTOPOW HYyXHA TICHXOJOTHYECKAsl TOMOIb, COOOIIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO MOBEJCHUS B CETH.

MooOuinbHbIN TesaedoH

CoBpemeHHbIe cMapTQOHBI U IJIAHIIETHI COAEpKaT B ce0e BIOJIHE B3POCIbIN
(GyHKIHMOHAN, ¥ TeNepb OHU MOTYT KOHKYpPUpPOBaTH CO CTAaIllMOHAPHBIMHU
KoMrproTepamMu. OJIHAKO, CPENICTB 3aIIUTHI JJIs MOJOOHBIX YCTPOMCTB MOKa OYEHBb
Maio. TecTpoBaHUE U MOUCK YA3BUMOCTEN B HUX MPOUCXOJIUT HE TaK UHTEHCHUBHO,
kak j1s1 I1K, 1o ke camoe kacaeTcss 1 MOOMITBHBIX TIPHIIOKESHHM.

CoBpeMeHHbIe MOOWIIbHBIC Opay3ephl YK€ MPAKTUYECKU JOTHAIM HACTOJIbHBIE
aHaAJIOTH, OJTHAKO paciiupeHne QyHKIMOHAAa BIEYET 32 CO00M OOJBINYIO CI0KHOCTh



Y MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He Bce IPOU3BOAUTENN BBITYCKAaIOT OOHOBJIEHMSI, 3aKpPbIBAIOLIUE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.
OcHognvie cogembl 01:1 0€30NACHOCIMU MOOUILHOZ20 meneona:
- Huuero He sBisiercs no-HacrosimeMy OecriaTHbIM. bByib oCcTOpokeH, BeAb Korja
Tebe mpennaraloT OecIIaTHBIH KOHTEHT, B HEM MOIYT OBIThb CKPBITBI KaKue-TO
iatHele ycinyru; Jlymai, npexzae ueM otnpasutb SMS, ¢oto ninm Buaeo. Trl TOUHO
3HAelllb, I71€ OHU OYyT B KOHEUHOM UTOre?
- Heo6xo1mMo 0OHOBIISATH ONEpalMOHHYI0 CUCTEMY TBOETO cMapT(oHa;
- Ucnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIsI MOOMIIBHBIX TeIe()OHOB,;
- He 3arpyxail NpWIOXKEHUS OT HEU3BECTHONO HCTOYHUKA, BEAb OHH MOTYT
coJiepKaTh BPEIOHOCHOE MPOrPaMMHOE O0ECIIEYEHHE;
- [Tocne Toro Kak Thl BBIMJENIB C CaliTa, I/1€ BBOAWI JINYHYIO HH(OpMALUIO, 3211 B
HACTPOMKHU Opay3epa u yaaiu COOKIes;
- Ilepuomuyeckn npoBepsl, KakWe IUIATHBIE YCIYTM AKTUBHPOBAaHbI Ha TBOEM
HoMmepe; JlaBail cBOil HOMEp MOOMJIBHOTO Tene(oHa TOJBKO JIIOASIM, KOTOPBIX ThI
3HACIlIb U KOMY JOBEpSCIIb;
- Bluetooth nomken ObITh BBIKIIOUEH, KOT/Ia ThI UM HE TONb3yemibes. He 3a0biBait
WHOT /1A ITPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHBIE OHJIAWH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHUS,
OOBETUHSIONINE COTHU THICSY YEIOBEK MO0 BCeMy MUpY. MTrpoKu UCCIIeNyIOT JaHHBIH
UM MU, OOIIAIOTCS APYT C IPYTOM, BBIMOJIHSIOT 3a/IaHUs, CPAKAOTCSI C MOHCTPaMHU
U TIOJy4YaroT OIBIT. 32 yJOBOJBCTBUE OHM IUIATST: MOKYIAIOT JUCK, OILIAYWBAIOT
a0OHEMEHT HJTH MPHOOPETAIOT KAKKE-TO OTIIIHY.

Bce atu cpenctBa UOyT HA MOIEP)KaHUE U PAa3BUTUE UIPHI, @ TAKXKE HA caMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCS CHUCTEMbI aBTOPH3AIMU, BBITYCKAIOTCS HOBBIC
naTyu (LMGPOBBIE 3aIUTATKH IS IPOTPAMM), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B momoOHBIX WrpaX CTOMT OmMacarbCs HE CTOJIBKO CBOUX COIEPHUKOB, CKOJBKO
Kpaky TBOETO IMapoJisi, HA KOTOPOM OCHOBAaHA CHUCTEMa aBTOPHU3AIMH OOJBIIMHCTBA
urp.

Ocnognule cogemul no 6e€30NACHOCIU ME0€E20 UZPOBO20 AKKAYHMA:

1. Ecnu npyroit urpok Bener ceOs IUIOXO WM co37aeT TeOe HENpHUSTHOCTH,
3a0JIOKMPYH €ro B CIHCKE UTPOKOB;
2. [Toxanyiics aaMUHUCTpATOpaM WIPhl HA IJIOXOE€ MOBENEHUE ITOTO HIPOKA,

KEJATEIbHO NPWIOKUTh KaKHE-TO TOKA3aTEIbCTBA B BUJIE CKPUHOB;

3 He yxa3biBail tnunyo nHGOpMaIuio B podaiiie urpbl;

4 YBaxkail Ipyrux y4aCTHHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe MaTYU U MOJIBI;

6 Hcnonb3yii CIIOKHBIE U pa3HbIE NAPOJIH;

7 Jlaxxe BO BpeMs UIPbl HE CTOUT OTKJIIOYATh aHTUBHMpYC. 1loka ThI urpaemis,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.



OUIINHT WM KPakKa JUYHBIX JaHHBIX

OOBIYHOMN KpaXkel JCHET U JTOKYMEHTOB CETOJHS YK€ HUKOTO HE YAWBHUIIb, HO
C pa3BUTHEM MHTEPHET-TEXHOJIOTHH 3JI0YMBIIIJIEHHUKH TIEPEMECTUIINCh B HHTEPHET,
U TIPOJIOJHKAIOT 3aHUMATHCS " TFOOUMBIM" EJIOM.

Tak mosiBIIIaCH HOBas yrpo3a: HMHTEPHET-MOIICHHUYECTBA WJIM (DUIIUHT,
IJIaBHAs 11€JIb KOTOPOTO COCTOMT B TOJYYCHUHM KOH(PUIACHIIMAIBHBIX JTaHHBIX
0JIb30BaTEIICH - IOTHHOB U mapoJieit. Ha anriuiickom si3pike phishing unraercs kak
¢unmHTr (ot fishing - peiOHas nois, password - maposb).

Ocnognbie cogemul no 60pvoe ¢ puuiunzom:

1. Crnenu 3a cBouM akkayHToM. Eciiu Thl moj03peBaciiib, YTO TBOSI aHKETA ObLiIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHUPOBATh €€ M COOOIUTh aAMUHHUCTPATOpaM
pecypca 06 3TOM Kak MOXHO CKOpee;

2. Hcnonb3yit 6e3omacHble BeO-CalThl, B TOM YHUCJIE, WHTEPHET-MarasMHoOB U
IIOUCKOBBIX CUCTEM;
3. Hcnone3yit cinokHble U pasHble maposnd. Takum oOpazom, eciau TeOs

B3JIOMArOT, TO 3JIOYMBINUICHHHUKH II0JIy4aT JOCTYII TOJBKO K OIHOMY TBOCMY
HpO(i)I/IJIIO B CCTH, a HC KO BCCM,

4, Ecimu Tebs B3JIOMAJIM, TO HGO6XOI[I/IMO npeaAynpcanuTb BCCX CBOUX 3HAKOMBIX,
KOTOPLBIC I[O6aBJIeHI>I y TeOs B APYy3biaAX, 0 TOM, YTO TeOsT B3J10MAJIN H, BOBMOXHO, OT
TBOCTO UMCHH 6YI[€T PacCChlIAThCA CIIaM U CCBLJIKHM Ha (1)I/IHII/IHI‘OBI>I€ CaﬁTbI;

5. YcranoBu HaaexHbIH mapois (PIN) Ha MOOWITBHEIH TenedoH;
6. OTkII09M cCOXpaHeHHe napoJis B Opaysepe;
7. He oTkpriBail ¢aiiiabl U Apyrue BIOXKEHUS B MUCbMaX, JaXXe €CJIM OHU HPUILLITN

OT TBOUX JIpy3ei. Jlyulie yTouHH y HUX, OTIPABIISIN JIM OHU TeOe 3TU (Dailiibl.

Hudposas penyrauus

[Mudposas pemyrarus - TO HETaTUBHAS WM MTO3UTHUBHAS MH(OpMAIUs B CeTH
o tebe. Kommpomerupyromas nHpopmanus, pa3MelleHHass B MHTEPHETE, MOXKET
Cepbhe3HBIM 00pa3oM OTpa3uThCs Ha TBOeH peanbHOM ku3HU. "lludposas
penytanus" - 3TO TBOM UMMJIK, KOTOPBIA opMupyetcss u3 uHdopmaiuu o tede B
UHTEpPHETE.

TBOE MeCTO JKUTENLCTBA, Y4eObl, TBOE€ (PMHAHCOBOE IMOJIOKEHNE, 0COOCHHOCTH
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 9TO HAKAIIJIMBAETCS B CETH.

MHorue mMOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyONHMKAIMM JTHYHOU
uHpopmanuu B MHTEpHETE, HE MOHMMAsh BO3MOKHBIX NOCIEACTBUU. Thl Jaxke He
CMOXKEMIb JIOTafgaThCsl O TOM, 4TO Qororpadus, pasMenieHHas 5 JeT Hazaj, craia
MPUYMHON OTKa3a MPUHATH T€0s Ha paldoTy.

KommenTapuu, pazmenienrne TBoux Gororpaduii U Apyrue JEHCTBHUS MOTYT HE
MCYE3HYTh JaXKe MOCJE TOTr0, KaK Thl UX YJAIHIIG. Thl HE 3HACIIb, KTO COXPAHUI 3Ty
uH(popMaIMio, Tomnajga U OHA B MOUCKOBBIE CHCTEMBl M COXpaHWIACh JU OHA, a
IJIABHOE: YTO MOJYMAIOT O TeOe OKpYXKaIOLIUe JIt0I1, KOTOpbIe HAAYT U YBUIAT 3TO.
Haiitu wnHbopMammio MHOTO JIET CHOYCTS CMOXET JI0O0OW - Kak U3 JOOpBIX
noOy>XJIeHUH, TaK U C HAMEPEHUEM MPUYUHHUTD Bpe. DTO MOXKET ObITh KTO YTOJIHO.
OcHoenuvle cosempl no 3auyume yUPpPoeoii penymayuu:

1. [Togymaii, mipexie 4eM 4TO-TO MyOJIMKOBATh M TIEpe/aBaTh y ceOsi B OJsore



WY B COLIMAILHOM CETH;

2. B Hacrpoiikax mnpoduis yCTaHOBM OrpaHUYEHHUs] HAa MPOCMOTP TBOETO
poduiIs U ero CoASPKUMOTO0, cieai ero ToabKo "mist npy3en”;
3. He pasmemaii u He ykaspiBall HH(pOpMAIUIO, KOTOpask MOXKET KOro-JIndo

OCKOPOJISITH UM OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHbIE  IIKOJBHUKH - aKTHBHBIE  IOJIb30BAaTeNd  LU(pPOBOro
npoctpaHcTBa. OJHAKO JalEKO HE BCE 3HAKOT, YTO I0JIb30BAHUE MHOTMMH
BO3MOXKHOCTSIMU ~ nupoBoro  mMupa  TpeOyer  coOmioneHus  TpaB  Ha
MHTEIJICKTYyalIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTEIIEKTyallbHasi COOCTBEHHOCTBH"' OTHOCHUTCSI K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEUYECKOT0 YyMa, HayMHas C HOBBIX HM300pPETEHH M 3HAKOB,
0003HaYaIOIKX COOCTBEHHOCTh Ha IMPOIYKTHl M YCIYTd, U 3aKaHYMBas KHUTAMH,
¢dotorpadusaMu, KHHOPHUIBMAaMU U MY3bIKaJIbHBIMU ITPOU3BEACHUSIMHU.

ABTOpCKHME IpaBa - 3TO IpaBa Ha HMHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BENICHUSI HAyKH, JINTEPATypbl U UCKyCcCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B
KauyeCTBE TapaHTUU TOT0, YTO MHTEIICKTYaJIbHBII/TBOPUECKUM TPY/ aBTOpa HE Oy1eT
HaIpacHbIM, JacT €My CHpaBe/UIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax
CBOETO TpyZa, NOJYYUTh U3BECTHOCTh U NMpu3HaHue. Hukro 6e3 paspemieHus aBTopa
HE MOXET BOCHPOU3BOJHUTH €ro MPOU3BEIAEHUE, PACHPOCTPAHATH, ITyOIMYHO
JE€MOHCTPUPOBaTh, NpPOJABATh, HMIIOPTUPOBATh, IyCKaTh B NPOKAT, MYOIHMYHO
UCIIOJIHSTh, IOKA3bIBATh/UCIIONHATH B 3pUpe Win pazMemiats B UHTEpHETE.

Hcnonb3oBanue "mUpaTckoro” mporpaMMHOro 0OecreyeHus: MOKET MPUBECTU
K MHOTMM PHUCKaM: OT MOTEPH JTaHHBIX K TBOUM aKKayHTam J0 OJOKHUPOBKH TBOETO
YCTPOMCTBA, T/I€ YCTAHOBJIEHA HelerainbHas nporpamma. He ctouT takxe 3a0bIBaTh,
YTO CYILECTBYIOT JIETalbHbIE U OECIIaTHbIE MPOTPAMMBI, KOTOPbIE MOKHO HaWTH B
CETH.

O noprane
CereBUUOK.p( - TBOM TJIaBHBIN COBETUMK B CETH. 3JI€Ch Thl MOXKEIIb Y3HATh O
0€30MacHOCTH B CETH TOHSTHBIM M JIOCTYIIHBIM $I3BIKOM, a TPU BO3HUKHOBEHUU
KPUTUYECKOW CHUTyalluu OOpaTUThCA 3a COBETOM. A TakKe NPHUHATH y4yacTue B
KOHKYpCax M CTaTh CaMbIM ITU(POBBIM TPak TaHHHOM !






